200 

RECEIVE TRANSCEIVER CONFIGURATION INFORMATION INCLUDING A NETWORK ADDRESS 
AND TRANSCEIVER AUTHENTICATION CREDENTIALS 



201 

TRANSCEIVER APPEARS ON NETWORK (EG., IS POWERED UP) 



t 

202 

TRANSCEIVER REQUESTS AND RECEIVES TRANSCEIVER CONFIGURATION 

INFORMATION 



203 

PERFORM ADDRESS ASSIGNMENT PROCESSING TO RECEIVE THE NETWORK 

ADDRESS 

i 

204 

RECEIVE TRANSCEIVER AUTHENTICATION CREDENTIALS INCLUDING 

RECEIVING: 

I) A TRANSCEIVER IDENTIFICATION CODE UNIQUELY ASSIGNED TO THE 

TRANSCEIVER; AND 

II) A TRANSCEIVER INSTRUCTION SET CONTAINING A SET OF AUTHENTICATION 
VALUES AND CORRESPONDING AUTHENTICATION INSTRUCTIONS 



1 


r 


205 

RECEIVE AN AUTHENTICATION REQUEST FROM A CONTROL STATION WITHIN THE REMOTE 

IDENTIFICATION SYSTEM 



TO STEP 206 IN FIGURE 3 



FIG. 2 



206 

APPLY AUTHENTICATION PROCESSING TO REQUEST INFORMATION WITHIN THE 
AUTHENTICATION REQUEST IN CONJUNCTION WITH THE TRANSCEIVER AUTHENTICATION 
CREDENTIALS TO PRODUCE AN AUTHENTICATION RESPONSE 



207 

IDENTIFY AN AUTHENTICATION INSTRUCTION THAT MATCHES THE REQUEST 

AUTHENTICATION RESULT 



208 

APPLY AN AUTHENTICATION FUNCTION TO AUTHENTICATION VALUES IN THE SET 

OF AUTHENTICATION VALUES WITHIN THE TRANSCEIVER AUTHENTICATION 
CREDENTIALS TO PRODUCE CORRESPONDING TRANSCEIVER AUTHENTICATION 

RESULTS 



209 

FOR EACH TRANSCEIVER AUTHENTICATION RESULT PRODUCED, DETERMINE IF THE 
TRANSCEIVER AUTHENTICATION RESULT MATCHES THE REQUEST AUTHENTICATION 

RESULT FOR THAT AUTHENTICATION VALUE, AND IF THE TRANSCEIVER 
AUTHENTICATION RESULT MATCHES THE REQUEST AUTHENTICATION RESULT FOR 
THAT AUTHENTICATION VALUE. PERFORM THE OPERATION APPLYING THE 
AUTHENTICATION INSTRUCTION TO PRODUCE THE AUTHENTICATION RESPONSE 



AUTHENTICAT 



ON VALUE 171 



MATCHES REQUEST RESULT 141 



NO MATCH - TRANSCEIVER UNABLE 
TO AUTHENTICATE TO 
CONTROL STATION 
(OPTIONALLY RETRY) 



210 

APPLY THE AUTHENTICATION INSTRUCTION THAT MATCHES THE REQUEST 
AUTHENTICATION RESULT TO THE REQUEST DATA VALUE FROM THE AUTHENTICATION 
REQUEST TO PRODUCE THE AUTHENTICATION RESPONSE 



211 

APPLY THE AUTHENTICATION INSTRUCTION TO THE REQUEST DATA VALUE IN 
CONJUNCTION WITH THE TRANSCEIVER IDENTIFICATION CODE TO OBTAIN THE 

AUTHENTICATION RESPONSE 



TO STEP 212 IN FIGURE 4 



FIG. 3 



212 

TRANSCEIVER TRANSMITS THE AUTHENTICATION RESPONSE TO THE CONTROL STATION TO 
ALLOW THE CONTROL STATION TO DETERMINE IF THE TRANSCEIVER IS AUTHORIZED TO 
COMMUNICATE WITHIN THE REMOTE IDENTIFICATION SYSTEM 





213 

CONTROL STATION RECEIVES THE AUTHENTICATION RESPONSE CONTAINING THE 

AUTHENTICATION RESPONSE ANSWER 


i 




214 

CONTROL STATION VALIDATES THE AUTHENTICATION RESPONSE ANSWER WITHIN THE 
AUTHENTICATION RESPONSE AGAINST A CONTROL STATION RESPONSE 






215 

CONTROL STATION APPLIES THE AUTHENTICATION INSTRUCTION (E.G., A LOGIC 
INSTRUCTION FROM CREDENTIALS) TO THE REQUEST DATA VALUE IN CONJUNCTION 
WITH THE TRANSCEIVER IDENTIFICATION CODE IN ORDER TO PRODUCE A CONTROL 

STATION RESPONSE 












216 

CONTROL STATION COMPARES THE CONTROL STATION RESPONSE 157 TO THE 
AUTHENTICATION RESPONSE ANSWER OR RESULT WITHIN THE APPLICATION 
RESPONSE TO DETERMINE IF THEY ARE EQUIVALENT 






i 






217 

IF THE CONTROL STATION RESPONSE AND THE AUTHENTICATION RESPONSE ANSWER 
ARE EQUIVALENT, CONTROL STATION SENDS AUTHENTICATION ACKNOWLEDGMENT 
TO THE TRANSCEIVER INDICATING SUCCESSFUL AUTHENTICATION 











FIG. 4 



